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i. Activation Decision Flowchart


Before reading this plan in an incident consider this Flowchart to point you towards the most appropriate Plan.
[bookmark: _Toc58314242][bookmark: _Toc205971065]ii. Summary of Key Plan Elements
Plan Aim:
The Corporate Business Continuity Plan is intended to provide a framework for Essex County Council (ECC) to follow in the event of a business disruption or incident that impacts upon the delivery of daily operations of the Council.
Incident Levels:
	Level
	Incident Type
	Managed by
	Key Plan

	1
	Minor Incident
	Service/Team
	Service-Level BC Plan

	2
	Moderate Incident
	Function
	Function BC Plan

	3
	Significant Incident
	Incident Management Team
	Corporate BC Plan

	4
	Critical Incident
	Corporate Leadership Team
	Corporate BC Plan


Command Structure:
	Group
	Focus
	Incident Levels

	Service / Team
	Operational
	1-4

	Function Resilience Group
	Tactical
	2-4

	Incident Management Team
	Tactical (cross-organisation)
	3-4

	Corporate Leadership Team
	Strategic
	4


Key Advice & Support:
The Emergency Planning & Resilience Duty Officer is available 24/7 for emergencies and business continuity incidents. They can be contacted on:
	Incidents (24/7)
	REDACTED
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[bookmark: _Toc205971066]1. Introduction
[bookmark: _Toc205971067]1.1 Overview
The Corporate Business Continuity Plan (the Plan) has been produced to support Essex County Council (ECC) in its response to, and recovery from, a business continuity incident which is impacting the organisation’s ability to deliver services to stakeholders.
[bookmark: _Toc205971068]1.2 Purpose of this Plan
The Corporate Business Continuity Plan is intended to provide a basis for Essex County Council (ECC) to follow in the event of a business disruption or incident that may impact upon the delivery of daily operations of the Council.
This plan also provides support to the Incident Management Team (IMT) when managing and coordinating the response to business continuity incidents.
[bookmark: _Toc205971069]1.3 Plan Objectives
This plan aims to achieve the following objectives:
· Identify the risks faced by the Council.
· Identify measures to prevent or mitigate impact of the identified risks.
· Identify priority services that need to be maintained during the disruption.
· Outline how the Council will manage and coordinate business disruptions and incidents.
[bookmark: _Toc205971070]1.4 Plan Ownership
This plan is managed and maintained by the Emergency Planning & Resilience Team on behalf of Essex County Council.
The plan is agreed and signed off by the Operational Leadership Team (OLT).
[bookmark: _Toc205971071]1.5 Scope
This plan is designed to provide support to Council Staff in a business continuity incident.
This plan focuses on business continuity incidents which are impacting across multiple function areas of the organisation or an incident which is having severe impacts on a particular function area. However, it identifies how the Council will respond to other incidents.
This plan provides limited operational information, this is provided in Function and Service-Level Business Continuity Plans.
The plan does not cover business continuity of services that are contracted to support ECC, such as Mitie and Ringway Jacobs. However, these services may be mentioned if they support elements of the response.
[bookmark: _Toc205971072]1.6 Plan Maintenance & Review
This plan will be reviewed on an annual basis; or directly after a business continuity incident which involved the activation of this plan; or after a significant change to the organisation’s structure.
The plan review will ensure named persons and contact details are correct and any necessary amendments are undertaken.
[bookmark: _Toc205971073]1.7 Key Definitions
	Business Continuity
	The capability of the organisation to continue delivery of products or services at acceptable pre-defined levels following a disruptive incident.

	Business Continuity Plan 
	Documented procedures that guide organisations to respond, recover, resume, and restore to a pre-defined level of operation following disruption.

	Incident
	A situation that might be, or could lead to a disruption, loss, emergency, or crisis.

	Priority Service Area(s)
	Service areas within the organisation which priority must be given to following an incident in order to mitigate the impacts.





[bookmark: _Toc205971074]2. Planning Considerations
[bookmark: _Toc205971075]2.1 Risk Assessments
Risk assessments are regularly conducted as a part of the Council’s daily business in a number of different formats. In relation to business continuity management, a risk assessment looks at the probability and impact of specific threats that could cause disruption to the delivery of services. Threats in this context refer to issues that have the capability of impacting on the ability of the Council to deliver its services and therefore place service users and staff at risk.
[bookmark: _Toc205971076]2.2 Risk Data Sources
The risk and threat data used by the Council for business continuity purposes is primarily obtained from the National Security & Risk Assessment (Cabinet Office) and the Community Risk Register (Essex Resilience Forum). The Emergency Planning and Resilience (EP&R) Team also consult the ECC Risk Management Strategy and Risk Matrix, produced by the Risk Management Team. 
The assessment of risks is not intended to be comprehensive but a pragmatic view of events that would either prevent services from operating as normal, or place service users at risk because of the interruption to services.
[bookmark: _Toc205971077]2.3 Generic Risks
	Risk
	Description

	Loss of Technology
	This refers to any event that results in the disruption, damage, or denial of access to key IT services that are critical to the Council’s operations. This could be due to a variety of reasons such as natural disasters, cyber-attacks, hardware failures, or software issues.

	Loss of People
	This refers to a situation where the Council loses access to key personnel who are critical to its operations. This could be due to a variety of reasons such as illness, casualties, or other personal circumstances.

	Loss of Property
	This refers to a situation where the Council loses access to its physical assets that are critical to its operations. This could be due to a variety of reasons such as natural disasters, fire, theft, power outages, or other unforeseen events.

	Loss of Supplier
	This refers to a situation where the Council loses access to a key supplier that is critical to its operations. This could be due to a variety of reasons such as the supplier going out of business, supply chain disruptions, or other unforeseen events.


[bookmark: _Toc205971078]
2.4 High Level Risks
The table below outlines the risks that pose the greatest threat to the organisation in the context provided above. A full list of risks can be found in the Business Continuity Risk & Threat Assessment.
	Risk
	Potential Impact to Council

	[bookmark: _Toc38366733]Pandemic
	Very High

	[bookmark: _Toc38366741]Total failure of GB’s National Electricity Transmission Network
	Very High

	[bookmark: _Toc38366749][bookmark: _Toc58314255][bookmark: _Toc153874021][bookmark: _Toc153874116]Major outbreak of a new or emerging infectious disease (SARS etc)
	Very High

	Flooding: Major coastal and tidal flooding affecting parts of more than two UK Regions
	High

	Actual or threatened significant disruption to fuel supplies including as a result of industrial action by tanker drivers or refinery staff, or effective blockades at key refineries / terminals by protesters
	High

	Disruption to Regional Electricity Distribution or Transmission Network/System
	High

	Cyber Attack
	High

	Reduction in Central Government Funding
	High


[bookmark: _Toc205971079]
3. Business Continuity Plans
[bookmark: _Toc205971080]3.1 Corporate Business Continuity Plan
This plan provides an overview of the Council’s response structure for business continuity incidents including the command, control and coordination arrangements that would be implemented by the Council in order to coordinate its internal response to disruptions and incidents.
This plan is primarily designed to assist in ensuring that appropriate response arrangements are activated and operating. The more detailed information is provided in the more operationally focussed plans (See 3.4)
[bookmark: _Toc205971081]3.2 Specific Hazard & Consequence Plans
To support the Council’s response to a number of incidents, specific plans have been developed to provide detailed guidance of the contingency options and actions the Council and its services should seek to take. These plans act as supporting documents to the Corporate Business Continuity Plan. 
Specific hazard and consequence plans are developed for particular risks deemed of sufficient risk to the organisation or for common consequences which could occur from a multitude of incidents. Currently the Council has the following specific hazard and consequence plans:
· Pandemic Plan
· Industrial Action Response Plan
· Extreme Temperatures Response Plan
· Fuel Disruption Plan
· Digital Disruption Plan
[bookmark: _Toc205971082]3.3 Function Business Continuity Plans
Function Business Continuity Plans assist each function area with the command, control and coordination of business continuity incidents which impact their services. These plans contain information on how to activate the Function Resilience Group (FRG) and which services/activities are most critical.
[bookmark: _Toc205971083]3.4 Service Area Business Continuity Plans
The Service Area Plans are operational level documents which contain the service business impact analysis and outline the priority services and resources required to resume and/or continue providing these specified services at an acceptable level to fulfil the Council’s obligations. 
[bookmark: _Toc205971084]4. Responding to Business Continuity Incidents
[bookmark: _Toc205971085]4.1 Activating Business Continuity Procedures
Business disruptions can occur at any level of the organisation. It is the responsibility of managers to activate appropriate contingency measures to minimise any disruption to their team/service/activity, as well as taking action to resolve the issue.
[bookmark: _Toc205971086]4.2 Notification of Business Continuity Incidents
Internally identified business disruptions and incidents need to be reported up the hierarchy accordingly. The relative support service should be notified as well to assist with the continuation or restoration of the impacted service (See flowchart on next page and Appendix A). 
If a Function Resilience Group (FRG) or Incident Management Team (IMT) are required, then the Emergency Planning & Resilience (EP&R) team need to be notified. They will then raise this with the on-duty Silver Officer who is responsible for agreeing the IMT’s activation. They can be notified via the following number:
	EP&R Duty Officer (24/7)
	REDACTED 



Externally identified business disruptions and incidents will be reported to the EP&R team who will assess the information and share it accordingly with the appropriate services.
Out of hours notification of business continuity incidents should be directed to the EP&R Duty Officer.
	NOTE: All Line Managers must maintain the ability to communicate with their staff out of hours in the event of a BC Incident to notify them of the event and inform them of the impact to their working arrangements.


[bookmark: _Toc205971087]
4.3 Escalating Business Continuity Incidents
If a disruption/incident goes beyond the capability or capacity of the impacted team(s) to manage, or the response to the issue would benefit from greater levels of coordination, managers must escalate the issue up the hierarchy, until the appropriate level has been informed.
The flowchart below identifies the escalation process. 





Business Continuity Incident Escalation Flow Chart
[bookmark: _Toc205971088]4.4 Incident Levels
Business disruptions are classified into the following levels. These levels help determine the resources required to support the response to, and recovery from, a business disruption.
	[bookmark: _Hlk49936455]Level
	Incident Type
	Incident Description
	Examples

	1
	Minor
Incident
	A minor disruption that can be managed within a single team or Service Area without significant impact on business operations.
	Localised power outage, minor IT issue, staff shortage

	2
	Moderate Incident
	A moderate disruption affecting multiple teams or Service Areas, requiring coordinated response efforts but not causing major operational downtime.
	Power outage at key building, IT application failure

	3
	Significant Incident
	A significant disruption that impacts critical business services/activities and requires a comprehensive response involving multiple departments and possibly external partners.
	IT system failure, supplier failure, fuel disruption

	4
	Critical Incident
	A critical disruption that severely impacts the entire organisation, requiring immediate and extensive response efforts to ensure business continuity and recovery and protect the reputation of the Council.
	Wide area power failure, widespread cyber-attack, pandemic


[bookmark: _Toc205971089]
4.5 Emergencies & Business Continuity Incidents
The delivery of services and activities of the Council and that of its partners is subject to varying degrees and frequency of disruption. The BC Plans provide the processes for the Council to effectively react to these disruptions to ensure the continuity or recovery of essential functions and services. Therefore, business continuity primarily focuses on internal issues. 
However, the Council has an Emergency Response Plan (ERP) that covers the operational response of the Council to emergencies and major incidents that tend to focus on events external to the Council and whilst an internal business continuity incident may develop out of an externally focussed emergency the two should not be confused.
The activation of both this plan and the ERP are overseen by the EP&R team.
[bookmark: _Toc205971090]4.6 Activation Criteria for Corporate Business Continuity Plan
To request activation of this plan, the EP&R Team must be contacted (see 4.2) by a director or executive director from one of the impacted functions requesting the support of an IMT.
This plan will be activated by the on-duty Silver Officer if the following criteria is met:
	A disruption or incident is impacting more than one function in the Council OR it exceeds the capability of a function’s ability to manage.



In addition to this the Corporate Business Continuity Plan may be activated because of the following:
· Increase in geographic area or staff affected (Pandemic, flooding etc.)
· Increased severity of the business interruption
· Heightened public or media interest
· The need for additional internal/external resources
· Increased demands from government departments, the service or commissioned service


[bookmark: _Toc205971091]5. Roles & Responsibilities
During a disruption, there will be a need for a number of people/groups across the Council to help in the response. The following table outlines some of the people/services required:
	Individual/Team
	Day to Day Role
	BC Incident
 Level
	Responsibilities

	Team Manager
	Normal roles and responsibilities within directorate 
	Level 1-4
	Coordinate response within team; implement Service Level BC Plan; notify upwards within Function; maintain communication

	Head of Service
	Normal roles and responsibilities within directorate 
	Level 1-4
	Coordinate response within service area; support team managers; notify upwards within function; maintain communication

	Director
	Normal roles and responsibilities within directorate 
	Level 2-4
	Lead or participate in Function Resilience Group; implement Function Business Continuity Plan; coordinate response within directorate; notify upwards to executive director; attend Incident Management Team if requested; support heads of service; maintain communication.

	Business Continuity Leads
	Voluntary role to support the implementation and coordination of business continuity planning activities within Functions.
	Level 1-4
	Provide advice and guidance about BC plans and structures, where requested.

	On-Duty Silver Officer
	On-call Director to act as tactical lead in an emergency or BC incident.
	Level 3-4
	Agree activation of Corporate BC Plan; Chair the IMT; act as the tactical lead for the coordination of the response to the incident; escalate up to on Duty Gold Officer if required, maintain communication. 

	On-Duty Gold Officer
	On-call Executive Director to act as strategic lead in an emergency or BC Incident
	Level 3-4
	Act as the strategic lead for the coordination of the response to the incident; escalate to Political Leadership Team (PLT) if required, maintain communication.




	EP&R team
	Maintain emergency response and business continuity processes and procedures
	Level 3-4
	Receive notification of need for IMT, support activation of IMT, provide advice and guidance to all FRGs and IMT.

(NOTE: Whilst the EP&R Team will not formally be involved in level 1 and 2 incidents advice and guidance can still be provided if requested)

	Incident Management Team (IMT)
	N/A
	Level 3-4
	Provide tactical level coordination and decision making; identify resources to support response; agree objectives for response; share information.

	Function Resilience Group (FRG)
	N/A
	Level 2-4
	Coordinate response within directorate; identify resources within function to support response; agree action plan for meeting response objectives; share information, escalate to IMT, maintain communication.

	Corporate Leadership Team (CLT)
	Normal roles and responsibilities
	Level 4
	Provide strategic level coordination and decision making; develop strategic priorities; approve high value financial spend associated with response; escalate to PLT if required

	Essex Digital Services
(EDS)
	Maintaining the Council’s IT and communication infrastructure
	Level 1-4
	Ensuring that IT services are available to support the recovery and restoration of services; support the IMT.

	Property & Facilities
	Managing functional and safe property from which Council services are delivered from.
	Level 1-4
	Report when an estates issue threatens service provision; support the IMT; advise on the impacts to properties and corrective actions.

	Communication & Marketing
	Dealing with internal and external communications
	Level 1-4
	Provide communication support to managers, FRGs and IMT.

	Corporate Issues (i.e., finance, legal, insurance, H&S etc.)
	Normal roles and responsibilities
	Level 1-4
	Provide advice and support to managers, FRGs and IMT.




[bookmark: _Toc205971092]6. Command, Control & Coordination
[bookmark: _Toc205971093]6.1 Response Arrangements
This section of the plan outlines the response arrangements should this plan be implemented. A large portion of the response will be led by the Incident Management Team (IMT), and they will act as a focal point for the response.
[bookmark: _Toc205971094]6.2 Lowest Level of Command
In ECC, business disruptions should always be managed at the lowest possible level. Disruptions can be escalated up the chain of command once they exceed the capacity or capability of those currently managing the disruption (see Section 4.3).
[bookmark: _Toc205971095]6.3 Command & Control Levels
The table below identifies the groups responsible for coordinating the response to business disruptions at varying levels of severity. This is linked to the incident levels identified in Section 4.4.
	Level
	Incident Type
	Lead Coordinating Group

	1
	Minor Disruption
	Team/Service Management

	2
	Service Disruption
	Service Management or Function Resilience Group

	3
	Business Continuity Incident
	Incident Management Team

	4
	Crisis
	Corporate Leadership Team


[bookmark: _Toc58314269][bookmark: _Toc153874022][bookmark: _Toc153874121][bookmark: _Toc205971096]
6.4 Small-Scale Cross-Function Incidents
There may be some instances when a smaller-scale disruption is impacting across multiple Functions that requires an IMT to coordinate the response without any other response groups activated, such as FRGs. 
In instances where this may be required, the EP&R team should be contacted, and they will assess the issue and will discuss it with the on-duty Silver Officer before deciding on the appropriate response.


6.5 Command Structure
The diagram below shows the command structure should all levels be activated to manage and coordinate the response to an incident.


The structure identified above is designed to be flexible and scalable. Additional elements can be added to the response structure if deemed necessary, whilst only portions of the structure need to be activated to manage the response to an incident.


6.6 Corporate Leadership Team (Strategic)
Comprising of the normal membership of CLT. The responsibilities of CLT in a business continuity incident or crisis, if activated, is to:
	CLT Responsibilities

	· Provide strategic direction and overview to ensure an effective response is being undertaken.

	· Establish and maintain clear communication channels and provide briefings to the media and public (assisted by the Communications & Marketing Team).

	· Manage potential harm to the reputation of the Council.

	· Authorise expenditure.

	· Keep the Political Leadership Team (PLT) informed.

	· Receive and consider situation reports from Incident Management Team.

	· Provide representation at any strategic level multi-agency meetings/groups.

	· Consider requesting assistance from other local authorities or partner agencies.

	· Plan and co-ordinate the recovery phase.

	· Maintain an accurate log of decisions made and actions taken.



As a minimum, the Corporate Leadership Team should comprise of the following persons:
· Chief Executive
· Executive Directors and other standing members
· Chair of Incident Management Team
· Business Continuity Advisor (from EP&R Team)
· Communications Advisor
· Loggist (to record actions/decisions)
· Others as required/requested

6.7 Incident Management Team (Tactical)
The Incident Management Team (IMT) is responsible for the tactical level coordination and decision making in relation to the incident, including determining and agreeing the objectives and identifying resources to support response. If the CLT is activated, the IMT will take direction from them and the strategy which they set.
The IMT will provide regular information to CLT, or the On-Duty Gold Officer if they have not been activated, which will include actions taken, progress and on-going impacts to service provision.
The responsibilities of the IMT include:
	IMT Responsibilities

	· Manage the tactical response to the incident, providing a focus for decisions likely to affect across the Council

	· Identify the incident objectives

	· Ensure prioritisation of critical services

	· Liaise between CLT and FRGs

	· Provide appropriate advice on tactical issues to CLT and FRGs

	· Coordinate the actions taken to meet the incident objectives

	· Provide representation at tactical level multi-agency meetings/groups

	· Provide consistent messages/information to staff (assisted by the Communications and Marketing Team)



As a minimum the Incident Management Team should comprise of the following persons, with the EP&R Team maintaining a list of key contacts:
· Chair of Incident Management Team (On-Duty Silver Officer)
· Chairs of Function Resilience Groups (FRGs)
· Business Continuity Advisor (from EP&R Team)
· Communications Advisor
· Essex Digital Services Advisor
· Property & Facilities Advisor
· Health & Safety Advisor
· Human Resources Advisor
· Loggist (to record actions/decisions)
· Others as required/requested

6.8 Function Resilience Groups (Tactical)
The size of the Function Resilience Group (FRG) depends on the nature of the incident and the level of impact on the Function’s Services. FRGs are responsible for coordinating the operational activities of their Services in response to the incident and developing a suitable action plan based on the objectives set by IMT.
For incidents where an IMT has not been activated, the FRG will take on the overall tactical coordination role of the incident and will assume the responsibilities of the IMT.
In some smaller incidents which require cross-organisation coordination an FRG may not be required and the IMT will work directly with the affected Heads of Service and/or Team Managers.
The responsibilities of FRGs include:
	FRG Responsibilities

	· Manage and coordinate the delivery of critical services.

	· Implement Function Business Continuity Plan.

	· Develop an action plan to meet the objectives set by IMT.

	· Collate information from service areas and provide situation updates to IMT as requested.

	· Identify recovery and restoration actions to support the recovery phase of the incident.

	· Liaise with partner agencies/contracted services.

	· Approve spend within permitted amount.



As a minimum the Functions Resilience Groups should comprise of the following persons:
· Directors of impacted service areas
· Essex Digital Services Advisor
· Finance Advisor
· Human Resources Advisor
· Loggist (to record actions/decisions)
· Others as required/requested
Functions’ Business Continuity Leads could be asked to provide advice and assistance, but this is not a formal responsibility of their role.
6.9 Team/Service Management (Operational)
Heads of Service and Team Managers are responsible for managing and overseeing the operational activity to continue, recover and restore impacted services. They do not have a formal response group to support them, but they may utilise their Service Leadership Team (SLT) to act in that capacity.
The responsibilities of Heads of Service and Team Managers include:
	FRG Responsibilities

	· Manage the operational delivery of critical services

	· Implement the appropriate Service-Level BC Plans

	· Collate information from impacted services/teams and provide regular situation updates to appropriate Director

	· Approve spend within permitted amount





6.10 Specific Services
Depending on the nature of the incident there may be a requirement for specific services from across the Council to support the response. This could include, but is not limited to: 
· Finance
· Essex Digital Services
· Human Resources
· Legal Services
· Property & Facilities
· Health & Safety
· Insurance
These services should be represented by an appropriate manager and are responsible for providing advice, guidance and support relating to their subject matter.
6.11 Command Locations
The Council operates a ‘digital by default’ approach to incident management. This means that the primary method the Council will employ to coordinate the response to a business continuity incident is through the Microsoft Teams application using the Virtual Incident Response Centre and the video conferencing feature.
If the digital option is not suitable or available and physical locations are required, the following rooms can be utilised:
	Response Team
	Location

	CLT
	Chief Executives Suite, E Block, County Hall.

	IMT
	County Emergency Response Centre, A Block, County Hall

	FRGs
	No set location, dependent on Function,





6.12 Information Management
Good management of information is a crucial part of a successful response to an incident. There are a series of methods to record information to assist staff coordinate and manage the response to the incident, these include:
	Information
	Purpose
	Produced by

	Strategic Priorities
	This information outlines the agreed strategic priorities that the Council are to focus on when responding to a large-scale disruption.
	CLT

	Response Objectives
	This information identifies the objectives that need to be met in order to meet the strategic priorities and/or assist in resolving the incident. These should be updated as the incident progresses.
	IMT

	Response Action Plan
	This information outlines the actions each Function needs to undertake to support the Response Objectives. This should be updated as the incident progresses.
	FRGs

	Meeting Records
	Minutes of each meeting should be taken along with a record of the actions agreed and decisions made. Actions should then be added to the Response Action Plan.
	CLT / IMT / FRGs

	Incident Log
	This document collates all the decisions taken across the organisation in response to the incident. It records what the decision was, what options there were, who made the decision and what financial implications there are.
	CLT / IMT / FRGs


It is important that Loggists are assigned to each management group to help record actions and decisions.
The team responsible for coordinating information management across the organisation will be dependent on the scale of the incident. This will be decided in the first IMT meeting. Information management for incidents contained within a function is to be managed internally.
6.13 Upward Reporting Arrangements
Situation reports should be provided up the chain of command on a frequent basis. Ideally these should be provided prior to each of the appropriate response team meetings. A situation report template can be found in Appendix E.
Any escalation of issues should also follow the chain of command.
6.14 Concurrent Incidents
If another incident occurs whilst responding to the initial one, rather than create a separate command structure, the pre-existing IMT will be responsible for overseeing the response to the additional incident. To support this, the IMT may look to create a sub-group to manage and coordinate the actions required to resolve the concurrent incident on its behalf. The sub-group will then report into the IMT.


[bookmark: _Toc205971097]7. Communication
[bookmark: _Toc205971098]7.1 Communication Lead
In the event of a business continuity incident occurring, both communications internal and external will be led by the Communications & Marketing Team. 
The Communications & Marketing Team will work with the Council’s response groups and the services impacted to ensure that timely and effective communications are shared with stakeholders.
[bookmark: _Toc205971099]7.2 Communication Channels
The Communications and Marketing Team will decide upon the most appropriate channels to use with regards to both internal and external communications. The team have a multitude of options which they can utilise, including, but not limited to:
· Email
· Social media
· Intranet
· Website
[bookmark: _Toc205971100]7.3 Urgent Internal Communications
If urgent internal communications are required to ensure that staff are informed, and their safety and wellbeing is protected, the Communications & Marketing Team may work with the EP&R Team to utilise the mass-alerting tool hosted on the Continuity2 application.
[bookmark: _Toc205971101]7.4 Communications with Providers & Suppliers
When communicating with service providers and suppliers, the Communications & Marketing Team will liaise with Procurement Services and the necessary service areas to ensure that consistent and appropriate messaging is sent. 


[bookmark: _Toc205971102]8. Recovery & Return to Business as Usual
[bookmark: _Toc205971103]8.1 Recovery
Whilst it could be said that a lot of business continuity is about recovering from a disruption, the recovery phase of the incident will officially begin when the hazard/disruption has been resolved, and services will be able to start restoring their activities to their normal operating position. The same command structure will be implemented at the start of the recovery phase.
[bookmark: _Toc205971104]8.2 Key Recovery Actions
The following actions should be taken to support the recovery and return to business as usual following a business continuity incident:
· Explore how to return services to normal operational practices.
· Identify where any immediate improvements or changes need to be made.
· Records of expenditure are to be collated by the Finance Department.
· Services need to restock any equipment used during the incident.
· Documentation and logbooks are to be archived.
· Debriefs are to be organised.
[bookmark: _Toc205971105]8.2 De-escalation of Command Structure
Once the level of disruption is reducing and it is possible for the incident to be managed within a function, then a decision can be made by the IMT, with the agreement of the Chair, to stand down the IMT and devolve responsibility to the appropriate Function Resilience Group.
De-escalation should only be considered when the IMT are assured that the disruption/incident will not worsen again and that disruption to service delivery is back to a manageable level.
[bookmark: _Toc205971106]8.3 Returning to Business-as-Usual
It will often take time for the business to return to normal operations following a business continuity incident. Once the IMT has stood down, Function Resilience Groups and service areas may still be managing local level disruptions for a foreseeable period whilst they work to resume normal operating practices.
The EP&R Team, and other applicable services within the organisation, will continue to liaise with the impacted function/service areas until operations have returned to their usual state, or to a newly agreed state.
[bookmark: _Toc205971107]8.4 Debriefing & Lessons Learnt
Following the conclusion of a business continuity incident a formal debrief session will be arranged by the Emergency Planning & Resilience Team. This session will be used to identify what when well, what did not go well and what improvements can be made. 
A formal report will then be produced which will include a list of actions to be undertaken to address issues that were raised in the debrief. These actions will be actively tracked by the organisations Business Continuity Leads Forum.
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OFFICIAL

Appendix C: Initial IMT Agenda



		No:

		Item:

		Lead



		1

		Introductions

· Representative from each service

		Chair



		2

		Incident Briefing

· Cause

· Impact summary

· Expected duration

		TS / Mitie / EP&R



		3

		Assessment of Business Impact

· Assessment from each impacted service

· Potential impacts not yet reached

· Welfare of staff

		All



		4

		Objective Setting

· Objectives to support rectifying disruption

· Objectives to support continuing operations

		All



		5

		Communications

· Internal communication strategy

· External communication (media) strategy

		Comms



		6

		Confirmation of Roles & Structure

· Agree roles and responsibilities of staff during the disruption

· Agree structure, identify any additional groups

· If required, revise roles and determine if additional staff/deputies are required

· Identify additional team members that may be required

· Stand down members not required

		All



		7

		AOB

		All



		8

		Time (and location) of next meeting

		Chair
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Appendix D: Ongoing IMT Agenda



		No:

		Item:

		Lead



		1

		Key Update / Urgent Matters

· Representative from each service

		Chair



		2

		Incident Update

· Update from each Function

· Matters for discussion

· Expected duration

		All



		3

		Assessment of Business Impact

· Review overall impact on business

· Potential impacts not yet reached

· Welfare of staff

		All



		4

		Review of Objectives

· Progress made on achieve objectives

· Are new objectives required

		All



		5

		Communications

· Update on recent communications

· Upcoming communications, internal & external

		Comms



		6

		Roles & Structure

· Are any additional roles required

· Are any additional groups required

		All



		7

		AOB

		All



		8

		Time (and location) of next meeting

		Chair
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Appendix E: Situation Report Template



		Service Area:

		



		Completed By:

		

		Date:

		



		Description of disruption/incident



		What?

		



		Where?

		



		Why?

		



		How?

		



		Summary of current impacts



		Staff

		



		Premises

		



		IT

		



		Suppliers

		



		Other

		



		Consequences of impacts



		Next 24 hrs

		



		After 48 hrs

		



		After 1 week

		



		After 2 weeks
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Appendix F: Post-Incident Debrief Template



		Incident Title:

		



		Incident Date(s):

		



		Completed by:

		

		Date:

		







		Issues

		Response



		How prepared were we?

		







		What went well?

		







		What did not go well?

		







		What can we do better in the future?

		







		Is there a need to modify the plans / training?

		







		Other Issues (if applicable)



		Communications

		





		Equipment

		





		Human resources

		





		Planning and briefing

		



		Any other issues

		











ECC Corporate Business Continuity Plan v2.0 – Appendix F	1


image1.png




image2.png




